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1. IBRESEA (recv, send, sendto, ioctl ) #BLAO NAINRENE, REHRERW, FTERE.
2. AIREFRRIAY—Les a4

#include <errno.h>

#include <unistd.h>

#include <netinet/if ether.h>
#include <netpacket/packet.h>
#include <sys/socket.h>
#include <arpa/inet.h>
#include <net/if_arp.h>
#include <net/if.h>

#include <netinet/in.h>
#include <sys/ioctl.h>
#include <netdb.h>

#include <ifaddrs.h>

3. BRI Lk


af://n0
af://n2
af://n9

struct ip // IPv4 B3k, KB <netinet/ip.h>
struct ether_header // LAKMIMSk, 3RE <netinet/if_ether.h>
struct in_addr // IPv4 tblt, 3EH <sys/socket.h>

4. BRI AL

ntohl(), htonl(), ntohs(), htons() // FTHFiLiR

inet_addr("192.168.1.1") // F&E -> IP

inet_pton(AF_INET, &(ip_recv_header->ip_src.s_addr), ip_addr_from, INET_ADDRSTRLEN); // IP -> =%
RFER

if_nametoindex("eth7"); // MMEZZFE index

if_indextoname(1, name); // MM-E index BHFZF

5. BNEIRE AR

int recvfd = socket(AF_PACKET, SOCK_RAW, htons(ETH_P_IP);

char skbuf[1514];

recv(recvfd, skbuf, sizeof(skbuf);

/1 DKL (Jaf&R14F15)

struct ether_header *eth_header = (struct ether_header *)skbuf;

/1 ip 3k

struct ip *ip_recv_header = (struct ip *)(skbuf + sizeof(struct ether_header));
// ip kKE (BEFD)

uintl6_t header_length = ip_recv_header->ip_hl * 4;

/] EbrEdE (RBER)

char *payload = (char *)(skbuf + sizeof(struct ether_header) + header_length);

6. lookup_route() 5 arpGet() EBE—NESEHZEIEFH, HARESE, RHFPRERFHREIRE.
7.8 ARP B9A57%:

struct arpreq arp_req;
struct sockaddr_in *sin;

sin = (struct sockaddr_in *)&(arp_req.arp_pa);

memset (&arp_req, 0, sizeof(arp_req));
sin->sin_family = AF_INET;

// 1.1.1.1 is the IP of next hop
inet_pton(AF_INET, "1.1.1.1", &(sin->sin_addr));
// or you can

sin->sin_addr.s_addr = inet_addr("1.1.1.1");

// ethl is the name of interface of next hop
strncpy(arp_req.arp_dev, "ethl", IF_NAMESIZE - 1);

int arp_fd = socket(AF_INET, SOCK_DGRAM, ©)
int ret = ioctl(arp_fd, SIOCGARP, &arp_req);



// be careful with the return value!

if (ret < 0) {
fprintf(stderr, "Get ARP entry failed for %s @%s : %s\n", ip_str, if_name, strerror(errno));
exit(EXIT_FAILURE);

if (arp_req.arp_flags & ATF_COM) {
// entry found
unsigned char mac[6];
// the mac address can be directed copied to eth_header->ether_dhost
memcpy(mac, (unsigned char *)arp_req.arp_ha.sa_data, sizeof(macaddr_t));
printf("Destination MAC Address: %02x:%02x:%02X:%02x:%02x:%02x\n",

mac[0], mac[1], mac[2], mac[3], mac[4], mac[5]);

} else {

// entry not found

// always remember to close it
close(arp_fd);

8. EH interface B9 MAC 897532

struct ifreq ifr;
int sockfd = socket(AF_INET, SOCK_DGRAM, 0);
strncpy (ifr.ifr_name, "ethl", IF_NAMESIZE);

if (ioctl(sockfd, SIOCGIFHWADDR, &ifr) == 8) {
memcpy(mac_a, ifr.ifr_hwaddr.sa_data, 6);

} else {
// something really goes wrong here, doesn't it?

close(sockfd);

9. KBRITTIE:
BEFEHR 1P k. LAKRSLERIERRIZN T .

int sendfd = socket(AF_PACKET, SOCK_RAW, IPPROTO_RAW);

struct sockaddr_11 sadr_11;

sadr_11.s11_ifindex = @; // index of next hop
sadr_11.s11 halen = ETH_ALEN;

// mac_addr_to is the result of arp query
memcpy(sadr_11.s11 addr, mac_addr_to, ETH_ALEN);

// length should be equal to the length you receive from raw socket
if ((result = sendto(sendfd, skbuf, length, o,

(const struct sockaddr *)&sadr_11,



sizeof(struct sockaddr_11))) == -1) {
// send error
} else {
// send succeed

close(sendfd);
10. 37 socket IS HIZURE

int sock_fd;
struct sockaddr_in server_addr;

sock_fd = socket(AF_INET, SOCK_STREAM, ©)

bzero(&server_addr, sizeof(struct sockaddr_in));
server_addr.sin_family = AF_INET;
server_addr.sin_addr.s_addr = inet_addr("127.0.0.1");
server_addr.sin_port = htons(809);

bind(sock_fd, (struct sockaddr *)(&server_addr), sizeof(struct sockaddr);
listen(sock_fd, 5);

struct selfroute selfrt;

while (1) {
int conn_fd = accept(sock_fd, (struct sockaddr *)NULL, NULL);
ret = recv(conn_fd, &selfrt, sizeof(struct selfroute), 0);
// do something with selfrt
close(conn_fd);
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o skbuf KEARE, WNED 1514
e

e selfroute Z5FARREY ifname KEANZ, WA IF _NAMESIZE ( <net/if.h> )
e insert_route H ipdprefix F nexthop ZEEUEIR, MIZ(FEF uint32_t ( <stdint.h>)

o ARAZEENX _iphdr 3B, SECBARBIA—0, RNBEA struct ip ( <netinet/ip.h>)
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o TESEES MENREIES ip 2EF— (AR R
o FHET—BLESRET = field H{UEZFRARRIEURELHE
e thr_fn EORENEIE interface , ROZEF if_indextoname ( <net/if.h> )
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o FFEFERT payload ITE NN

o struct fFERERN malloc() , EREESHIRERDAT

o ZANBR struct ip FO struct iphdr , [FEBZW Linux FF

o ITERICITEEN length , ROAZEIEMN IP ELEEY

o (FRATAENSEBRIN=FI(short/int), ROZ{ERA <stdint.h> FHY uint32_t / uintle_t 2
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